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“aarbage-in, garbage-out”
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CSV is incomplete!!!
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1. Computer System 2| O|sj — CSV2| 0|5}!

a2 HE 2|eda2| - Project Risk Management

T2 M| A0 Cist /& 22] - Process Risk Management
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A|AE! 7] 50] Cigt /& &2 - Functional Risk Management

[ = Y W

2440j Ciet ¢/ &t2| - Operational Risk Management
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2. Computer System Life Cycle

Potential
Retention,
Potential ! : . Migration,
Migration ! ! i Destruction
_______________ > >E ’E ’i S RSP
.t \,
Requirements” I':‘ v ¢ Retirement
i+ Release | Changes ;
i Assessment ;
PHASE Concept: Project | Operation i Retirement
I ’ i . o
Supplier
Involvement® - B S e B et >

* - This could be a complex supply chain
- Supplier may provide knowledge, experience, documentation, and services
throughout lifecycle
Source: Figure 3.2, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.|SPE.org.
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2. Computer System Life Cycle — Concept Phase
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2. Computer System Life Cycle — Concept Phase
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2. Computer System Life Cycle — Project =H|THA|

28 A8 2 IH0I=etelol tiet 58 B2 2 Oloi ot 2!

¢ FDA 21 CFR Part 211.68
- Automatic, mechanical, and electronic equipment
¢ FDA 21 CFR Part 11
- Electronic Records; Electronic Signatures
€ PIC/S Guidance
- Good Practice for Computerized System in Regulated “ GxP” Environments
€4 EU Annex 11 to GMP for using Computerized Systems
¢ GAMP4
- GAMP Guide for Validation of Automated Systems in Pharmaceutical Manufacture
€ GAMPS
- A Risk-Based Approach to Compliant GxP Computerized Systems
¢ KGMP

- o|oFE & Wa|H|o]d HAlo et 778
- E5E AITGMP ZHA A, AFE'WE|E[o]d Q&A
(20104 5¢ 149)
- HBE{SIA|AEIME|GH0] M 7lo|E2}Ql whal (20121H12¢31Y)
- S| E §2| etHoj ot #E (2013'd 03 239)
- S| E M= W E-E|of 2 7" [EE 9] FRESH A2/ (2015 07 01Y)
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2. Computer System Life Cycle — Project =H|THA|
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Eﬂﬁ;imas & Healthcare products : MHRA

Regulatory Agency

Medicines & Healthcare products
Regulatory Agency (MHRA)

‘GXP’ Data Integrity Guidance and Definitions

DATA INTEGRITY

March 2018

MHRA GXP Data Imegrity Guidance and Definfions; Revision 1- March 2013
Page 1af21
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2. Computer System Life Cycle — Project =H|THA|

sS40 D HE A2 Z ?st GAMPS JI0|Eetele] HEZE 4!l

Market and
Distribute

Develop Produce
User Medicinal Madisinal

Vieaicinal
Products Products '~

Products
Product and Process Understanding

Life Cycle Approach within a QMS
Scaleable Life Cycle Activities
Science Based Quality Risk Management

g

Leverage Supplier Involvement

(of compsul:gﬁggrsystems Develop Products’y Le: == Sursgnr:al:’r:oadnudcts
and services) and Services and Services and Sarvicas

Source: Figure 2.1, GAMP 5: A Risk-Based Approach to Compliant GxP Computerized Systems, © Copyright ISPE 2008. All rights reserved. www.ISPE.org.
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2. Computer System Life Cycle — Project =H|THA|

SSX0l IZHE A2 E 95 GAMP5 Jt0IS2tolo] =2 D!l

Figure 3.1: The Specification, Design, and Verification Process

Good Engineering Practice
Product
Knowledge
Process
Knowledge '
| _‘ g : Operaticn and
-3 : Specification — Acceptance pon
-+ Requirements i : - Verification  juli P mfp Continuous
Regulatory B Kadion and Release Improvement
Requirements
Company i
Quality Regs.
<-L Risk Management —}-b
4-( Design Review }-}
ﬂ Change Management }-P

Source: ASTM E2500, 2007 “ Standard Guide for Specification, Design, and Verification
of Pharmaceutical and Biopharmaceutical Manufacturing Systems and Equipment
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2. Computer System Life Cycle — Project =H|THA|
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2. Computer System Life Cycle — Project =H|THA|
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2. Computer System Life Cycle — Project Phase
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2. Computer System Life Cycle — Project Phase
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2. Computer System Life Cycle — Project Phase
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2. Computer System Life Cycle — Project Phase

Hot =3 (oAl

HESR3A 2ot

MNB 2ot
DB £0t

0l0
0K
H
1

PC £0t

sa Lot

(@) KPBMA szaote

ok

9|

I
R
|>

H L AMH|A

e K A A
Xl
=

o

X Al A= (IPS)
P22

HA%3 82 SH(NAQ

Q38| ALO|E AfCH

M EoF A|AF
DB & A0

DB &= 3}
NPKI Q1= S 2IS(SS0)
20I30I(I-PIN/G-PIN)  #H3ha2|(EAM)
Aot H 2ot =Al DRM
SEAM A= &R

7tatst A AHEI(SBC)
o M4 317

A HE 7 A=t
F|EE HOot HFO| 2] HH A
PC ittt

ATHO|9Of Al
O|SXZ TN EX
PCXIALELE|(SW, HWES)

S5 2ot my

7

4 =7(SE HE/Z AH)

21874y

o|F 7|2 AA

o2t
1K8)

YA Al

>
0

e

=l (IPS)

VPN

HOFUSB

25



2. Computer System Life Cycle — Project Phase
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2. Computer System Life Cycle — Project Phase
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2. Computer System Life Cycle — Project Phase
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2. Computer System Life Cycle — Operation Phase
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2. Computer System Life Cycle — Operation Phase
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2. Computer System Life Cycle — Operation Phase
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2. Computer System Life Cycle — Operation Phase
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2. Computer System Life Cycle — Operation Phase

Audit Trail
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2. Computer System Life Cycle — Operation Phase

Audit Trail
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2. Computer System Life Cycle — Operation Phase

Audit Trail
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1. HAYS ZHO| EXES Hols BE

2. 2kl H| A Bl (Exhaustive testing) 2 =7}5SICtH

3. & =70 HIAFS AZESIEL

6. EH|AEI2 X3k Context) 0] o|=Xo|C}
0f]) CHAF S/WZt safety critical @1 422} mission critical ¢! A% AME HAE H™E2F0| CH2CH

7. R-27X1°| HtH (Absence-of-errors fallacy)
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